(()) Catholic Health

Enrolling in Catholic Health System
DUO for Secure Authentication

Emm) CLICK HERE to get started <

If you see a message to “Protect Your Catholic Health System Account” after entering your CHS credentials:

e C(Click the “Start setup” button and follow the Duo Setup steps on the screen to link your phone number
e Smartphone, cellular phone, tablet, home phone, desk phone or desk extension are all accepted
e Please note that you may need to scroll down to see all steps and buttons on some screens

Directions:

Computer Guide (if you see the DUO login on @ computer or tablet SCrEEN) .. i it iiriiiiiescsteeieessressesisessreessaesnesasasaeens

Smartphone Guide (if you see the DUO login 0N @ SMartPhoNe SCrEEN)...uiiuiiiiiiiiiii ittt et cstieeeesre st bessresrsesseesresreeseesnneans
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https://fs.chsbuffalo.org/adfs/ls/IdpInitiatedSignon.aspx?loginToRp=DuoRegistration
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@ Slonwerotect Login
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***Computer Guide***

o

%
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Welcome AD\scitrix

For security reasons, we require additional information
10 verify your account

=Ue
= w
Protect Your Catholic

Health System Account

Tu-actor suthentcaton enhances the securty of
your scount by using 8 secondary device to verty

your identty. This prevents anyone but you from

‘accessing your account, even if ihey knaw your

passward L

n

-

OR

(()) Catholic Health

Welcome AD\scitrix

For security reasons, we require additional information
to verify your account

- Click the “Start setup” button

***|f you already have Duo setup but want to
add a new phone or set up the Duo Mobile
app then tap “Settings” and then tap “Add a
new device” to continue

« catholic Health

Welcome AD\scitrix
For security reasons, we require additional information
to verify your account

=S
w w
What type of device are you A
adding?

@ Mobile phone
5 Tablet (Pad, Nexus 7, etc)
Landiine

Security Key (Yubiey, Fetian, etc

= ¢

Select the device type you are setting up:

- Mobile phone: smartphone, cellular/flip
phone

- Tablet: any Apple or Android (only works
with WiFi)

- Landline: home phone, desk phone or desk
extension

- Tap the “Continue” button

"(); Catholic Health

Welcome AD\scitrix

For security reasons, we require additional information
ta verify your account

Enter your phone number Al

I —

+1| 7165671234 |+

Example’ (201) 2345678

@nu entered (716) 5671234 Is tnis e
Corect numser?

B e

- Enter your phone number with area code
-> Optional: Enter an extension if needed for a
‘landline’ phone

- Put a check in the box to verify your phone
number is correct

- Tap the “Continue” button
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@ GlobaiProrect Login

@ GiobalProtect Login

(l’); Catholic Health

Welcome AD\scitrix

For security reasons, we require additional information

o I
rFNaw
:

What type of phone is 716-567-
12347

(@) tProne

- Android

¢ Windows Phone

- Other fand cell phones)

ey G
[ Ress>

- iPhone: any Apple phone

- Android: phones made by Google,
Samsung, LG, HTC, etc.

- Windows Phone: Microsoft, Nokia

-> Other (and cell phones): any flip phone or
other non-smartphone that cannot download
an app

"l')) Catholic Health

Welcome AD\scitrix

For security reasons, we require additional information
1o verity your sccount

Install Duo Mobile for iOS a

1. Launchthe App Store app and =earch for Do
Mobie” et

- If prompted, follow the instructions to
search and download the “Duo Mobile” app
on your iPhone, Android, or Windows phone.

(l')) Catholic Health

Welcome AD\scitrix

For security reasons, we require additional information
o verify your account

[—

1. Launch the App Store app and search for Duo
Wabie”
2 Tap "Gef’ and fhan Insiat’ fa downioad the

L
m 1 e Duo Moblle 1
v

- After the Duo Mobile app is installed on
your phone scroll down and click the green “I
have Duo Mobile” button to continue

; catholic Health

Welcome AD\scitrx

For security reasons, we require saditional information
to verity your account

my -
raaw

Activate Duo Mobile for iOS A

-> If prompted, use the Duo Mobile app on
your phone to scan the barcode on your
computer screen
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«, catholic Health

- After scanning the barcode in the Duo
Mobile app, scroll down and click the green
Continue button (the button will not work
until you scan the code)

Detautt Device

AndroN T16-567-1234

i, catholic Health
)y
Welcome AD\scitrix
For securty reasons, we require sddimonsl information
o verify your account
my - -> Confirm your phone number and device
i W .
My Settings & Devices " type is correct
& anaoks 11234 “ -
+ A anainer devica
sk me 10 choase an sueniaion meod ] G N
(l)) Catholic Health
Welcome ADwsrt - Use the ‘When | log in’ drop down menu to
B e s select “Automatically send this device a Duo
wUw -
+ Agd anaiher devikn ™

- Click “Continue to Login” to finish Duo
setup

 catholic Health

Welcame AD\scitrix

For security reasons. we require additional information
to verify your account

After you set up Duo with your phone
number, you will be able to authenticate using
Duo:

- Send Me a Push: use if you have the Duo
Mobile app, then click “APPROVE” the Login
Request on your phone

- Call Me: use if you have a home phone,
desk phone, or flip phone to get a phone call,
then hit any key on the phone

- Enter a Passcode: use if you have a non-
smartphone, then click the “Text me new
codes” button to get a SMS text message with
a one-time Passcode
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***Smartphone Guide***

2:33 R 741 |

() Catholic Health () Catholic Health

Wl "
Welcome AD\scitrix

elcome AD\sci
For security reasons, we require additional information to

For security reasons, we require additional information to
verify your account

verify your account

-| A Whatis this? €2

Add a new device
My Settings & Devices
Protect Your Catholic Health Need help?

System Account

E am—

Two-factor authentication enhances the security of your

account by using a secondary device to verify your
identity. This prevents anyone bu accessing

your account, even if they know y:

This process will help vou set up vour account with this

- Tap the “Start setup” button

***|f you already have Duo setup but want to
add a new phone or set up the Duo Mobile
app then tap “Settings” and then tap “Add a
new device” to continue

() Catholic Health

For security reasons, we require additional information to
verify your account

What type of device are you
adding?

@ Mobile phone
Tablet (IPad, Nexus 7, etc.)

Landline

Select the device type you are setting up:

- Mobile phone: smartphone, cellular/flip
phone

- Tablet: any Apple or Android (only works
with WiFi)

- Landline: home phone, desk phone or desk
extension

- Tap the “Continue” button
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‘() Catholic Health

For securly reasons, we rogyre addtionalinformation to
acco

BUS [

Enter your phone number

+1) 7165551234 | ¢

- Swipe up (to scroll down) and enter your
phone number with area code

-> Optional: Enter an extension if needed for a
‘landline’ phone

-> Put a check in the box to verify your phone
number is correct

-> Tap the “Continue” button

+ ®.40100%

() Catholic Health ) Catholic Health

e A i el e itrix

For security reasons, we require additional information to For security reasons, we require additional information to
verify your account verify your account

BUS

Install Duo Mobile for Android

P> Google Play
o o

- Swipe up (to scroll down) and tap the App
Store button to install “Duo Mobile” or open
the App Store icon on your homescreen to
search and install the “Duo Mobile” app on
your phone

- After the Duo Mobile app is installed on
your phone go back to the enrollment screen
and tap “l have Duo Mobile” to continue

) Catholic Health

elcome ftrix
For security reasons, we require additional information to
r account

verify you

Finish by Connecting to Duo
Mobile

T

open the Duo Moblle
.

m ‘Take me to Duo Mobile b

Enroll by scanning 2 OR code of via activation link

- Tap “Take me to Duo Mobile” button to
automatically Open your Duo Mobile app and
add Catholic Health Systems

***|f the “Duo Mobile” app opens and you see
“Catholic Health System” added to the app,
then please skip the EMAIL ACTIVATION steps
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elcome A
For security reasons, we require additional information to

For security reasons, we require additional information to
verify your account

verify your account

Y=

Activate Duo Mobile for Android

For security reasons, we require additional information to
verlfy your account

T =
Finish by Connecting to Duo
Mobile

[LIE H
1.0pen Duo Mobie.
2 Tap the +*bution

To complete enroliment, we need to open the Duo Mobile

application and connect your accoun.

m ‘Take me to Duo Mobile

***EMAIL ACTIVATION (Optional Step)***

***|f the “Take me to Duo Mobile” button
does not work, then to continue tap on:
“Enroll by scanning a QR code or via
activation link”

- Swipe up (to scroll down) and tap on:
“Email me an activation link instead”

®A096%
: B U &
‘) Catholic Health
Duo Mobile Activation Inbox
fel
sty s e s sl tormoron o BucSaduity i -

tome v

BUS [

Activate Duo Mobile by Email

To activate the a lick and open this link with Duo Mobile:
Tt G T

***EMAIL ACTIVATION (Optional Step)***

- Type in your personal email address that
you can open on your cell phone

-> Tap on “Send email”

- Open the email from ‘Duo Security’ on your
phone that has Duo Mobile installed and click
the link in the email. The link will
automatically open the Duo Mobile app on
your phone and add “Catholic Health System”
to the Duo Mobile app

231 & * PAN%

1. Enter an emall address that you can check on your

1. Enter an emall address that you can check on your
I send you a special link that you Android device. We'l send you a special link that you

can clck 10 activate Duo Moblle
personalemail@gmal con| personalemall@gmail com

2. 0nce youve clicked the link, click Continue below. 2. 0nce you've clicked the link, click Continue below.

Email sent; please click the ink in the email.

==

***EMAIL ACTIVATION (Optional Step)***

- After opening the email link go back to the
enrollment screen and tap “Dismiss”

- Tap the “Continue” button
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For security reasons, we require additional information to
verify your account

(j) Catholic Health

For security reasons, we require additional information to
verify your account

BUe [
My Settings & Devices

2 Android

+ Add another device

Default Device:

Android

When 1log in

For security reasons, we require additional information to

=us

Default Device:
Android

When | log in

- Confirm your phone number and device
type is correct

- Use the ‘When | log in” drop down menu to
select “Automatically send this device a Duo
Push”

-> Click “Back to Login” to complete Duo
setup

Duo Mobile

For security reasons, we require additional information to
verify your account

verify your account

Send Me a Push

liment successfull This is the Duo login prompt that
you'll normally see when logging in.

Pushed a login request to your device...

- If prompted, tap “Send Me a Push”

- Tap the Duo Mobile notification and then
tap “Approve” to finish logging in
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